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Mf'\ ENERGY & COMMERCE COMMITTEE DEMOCRATS

RANKING MEMBER FRANK PALLONE, JR.

MEMORANDUM
March 21, 2023
To: Committee on Energy and Commerce Democratic Members and Staff
Fr: Committee on Energy and Commerce Democratic Staff

Re: Hearing on “TikTok: How Congress Can Safeguard American Data Privacy and
Protect Children from Online Harms”

On Thursday, March 23, 2023, at 10:00 a.m. (EDT), in the John D. Dingell Room,
2123 of the Rayburn House Office Building, the full Committee will hold a hearing entitled,
“TikTok: How Congress Can Safeguard American Data Privacy and Protect Children from
Online Harms.” The hearing will examine TikTok’s impact on data privacy, the dissemination
of harmful content, and child welfare. TikTok CEO Shou Zi Chew will appear as a witness.

I. BACKGROUND

TikTok is a social media platform that allows users to create, edit, disseminate, and view
short videos. TikTok is the fastest-growing social media platform operating in the United
States.! TikTok had over 1 billion worldwide users in 2022, a dramatic increase from its 55
million users in 2018.2 Approximately 150 million people in the United States use TikTok every
month.®> The platform is particularly popular among children and teenagers, and more than 67
percent of American teenagers used TikTok in 2022.*

TikTok reportedly collects more data than any other social media app.® Its algorithm
uses user data such as age, [P addresses, keystroke patterns, viewing history, and third-party
inputs (such as browsing history) to recommend content.® These inputs inform an algorithm
with an uncanny ability to predict what a user needs to see to keep scrolling—even when such
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information is harmful, inaccurate, or feeds harmful behavior and extremist content.” TikTok’s
mass collection of user data, coupled with its China-based ownership, has created national
security concerns.

II. TIKTOK AND CHINA

TikTok’s relationship with ByteDance, its China-based parent company, has generated
concerns about the app’s effects on national security. TikTok Inc. is based in California and is a
wholly owned, indirect subsidiary of ByteDance Ltd. While ByteDance Ltd. is registered as a
Cayman Islands company, it is headquartered in Beijing. ByteDance also owns several other
large technology companies in China, most notably Douyin, which is the Chinese equivalent of
TikTok, and Toutiao, China’s most popular news app.®

The Chinese Communist Party (CCP) has legal authority to access online data from
China-based companies—including ByteDance—through several cyber security, data privacy
and trade laws, and social coercion methods.’ National-security experts have warned that the
CCP can leverage ByteDance to maliciously access American user data, promote pro-China
messages, and undermine American interests. '

Recent company behavior has reinforced the validity of these national security concerns.
According to leaked audio from internal company meetings, ByteDance employees in China
have historically had full access to and control over U.S. user data, despite TikTok’s public
statements to the contrary.!! Furthermore, in 2022, Forbes reported that TikTok employees in
the United States and China used data from U.S.-based journalists to locate employees suspected
of leaking confidential company information; the FBI and Department of Justice have reportedly
launched investigations into these events. 2
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Reporting suggests that ByteDance leadership has used its platforms to disseminate CCP
propaganda.'® For example, last year, former employees alleged that ByteDance had pressured
them to promote news and content with pro-China messages on TopBuzz, a now-defunct U.S.
news aggregation app.'* Similarly, ByteDance has reportedly collaborated with China’s public
security bureaus to disseminate propaganda about Uyghurs over Douyin, TikTok’s Chinese
equivalent.'> Before the 2022 midterm elections, TikTok accounts linked to China’s state
broadcaster posted content directed at Americans disparaging political candidates and U.S.
government policies.!® Unlike Twitter, TikTok did not label those accounts as affiliated with
Chinese broadcasters.!” Experts have cautioned that TikTok can be a valuable tool for the CCP
to shape public opinion to its favor by, for example, promoting content laying territorial claims
to Taiwan, or promulgating false claims about the origins of COVID-19.!*

III. TIKTOK AND CHILDREN

TikTok’s popularity among teenagers presents grave concerns around children’s health
and safety online. Sixteen percent of American teenagers report that they use TikTok
constantly.! Studies have found that such high levels of social media use are associated with
increased levels of depression among middle and high school students.?’ Research has also
found that TikTok’s algorithms push videos that create and exacerbate feelings of emotional
distress, including videos promoting suicide, self-harm, and eating disorders.?! Teenagers and
young people have been reported to search for information about mental health issues on TikTok
without the guidance of medical professionals, which has led to misdiagnoses and
mistreatments.??
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TikTok and other social media platforms have been criticized for failing to adequately
protect teens from sexual exploitation.?? In addition to failures to moderate harmful content,
adult sex offenders have been found to evade TikTok’s content moderation by way of its “post in
private” feature.?* To address these and other issues for teens, TikTok and other platforms have
added parental control features. For example, earlier this month, TikTok announced that it will
soon allow caregivers to stop access to certain categories of videos and view teens’ direct
messages.”> However, in the absence of accurate age verification for younger users and
sufficient content moderation, these features are easily bypassed.?®

IV.  TIKTOK EXEMPLIFIES ISSUES WITH SOCIAL MEDIA

A. Data Privacy

TikTok exemplifies industry-wide privacy issues arising from the vast collection, use,
sharing, and monetization of personal data by social media platforms and other technology
companies. The United States does not have a comprehensive national consumer privacy
framework in place, leaving businesses generally free to collect, use, share, and sell data without
meaningful limits. In many cases, this includes an individual’s most sensitive personal data,
such as health information, precise geolocation history, and government-issued identifiers like
Social Security numbers. Furthermore, once that data is in the hands of data brokers or other
third parties, it may be further sold, combined, and used, often without the individual’s
knowledge or consent.?” Online privacy harms are well-documented, including unwanted
observations, algorithmic discrimination, harms to children and teens from targeted
advertisements and manipulative design features, including dark patterns.?
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To date, the Federal Trade Commission (FTC) has sought to protect consumer’s general
right to privacy under its unfair or deceptive acts or practices authority.?” The FTC’s section 5
authority is limited to cases in which: (i) the agency can prove substantial injury that consumers
cannot reasonably avoid that is not outweighed by benefits to consumers or competition; or (ii)
companies fail to live up to their own promises regarding data practices, regardless of whether
such practices themselves are harmful.’® There is no federal requirement for entities to make
such promises.®! The FTC is also limited in the relief it may obtain. The agency lacks civil
penalty authority outside of very limited circumstances, such as violations of regulations. The
Supreme Court unanimously held in April 2021 that the FTC may not obtain monetary relief for
consumers who have been harmed under section 13(b) of the FTC Act, which is the agency’s
primary tool for addressing privacy harms.3?

A growing number of states have tried to fill the federal consumer privacy and data
security void by passing laws that provide substantive consumer privacy and data security
protections, including California, Virginia, Colorado, Utah, and Connecticut. These state laws
materially vary in their scope, protections, obligations, and enforcement mechanisms.>?

B. Content Moderation

TikTok also typifies how social media platforms often fail to prevent damaging content
from reaching audiences, even when that content violates their community guidelines. TikTok’s
community guidelines call for the removal of videos that depict suicide, self-harm, or disordered
eating; nudity and sexual activities; bullying and harassment; hateful behavior; violent
extremism and graphic content; and illegal activities.>* Such content can have tremendously
detrimental real-world effects; a 2020 study, for example, found that Instagram made one-third
of teenage girls feel worse about their bodies because of social comparisons that negatively
impact users’ self-esteem and well-being.>’

However, like many social media platforms, TikTok often falls short of enforcing those
guidelines, notwithstanding its significant investments in moderation software and personnel.
Though TikTok reports that it removed, on average, more than 100 million videos per quarter in
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the first three quarters of 2022, this moderation often happens after users have been exposed to
violative content, and videos often fall through the cracks of machine review systems.>®

Ineffective content moderation has led to a proliferation of misinformation and
disinformation, illegal activities, and hate speech. For instance, in the wake of the Supreme
Court’s Dobbs v. Jackson Women'’s Health Organization decision, users were able to evade
TikTok’s content moderation guidelines by deliberately misspelling words or using symbols
instead of letters, leading to a scourge of inaccurate information about abortion on the platform.?’
Content moderation policies often fail to effectively address hate speech; within one year of
Facebook’s classification of Holocaust denial content as hate speech, the Anti-Defamation
League found that there were significant cracks in enforcement, with content still appearing in
private groups and on personal profiles.*® At the same time, platforms have been criticized for
“shadowbanning” certain content about sensitive information, with activists alleging that TikTok
had intentionally limited the reach of videos including the terms “Black Lives Matter” or
“LGBTQ.”* This has cast doubt on the consistency and effectiveness of platforms’ self-
imposed community guidelines policies.

Companies are often able to evade legal liability from their failures to remove harmful
content under Section 230 of the Communications Decency Act. This provision immunizes
social media companies from most lawsuits by users who are injured due to content posted on
their platforms. For instance, in 2022, TikTok was able to win dismissal of a lawsuit stemming
from the death of a 10-year-old who participated in a the “Blackout Challenge,” a viral TikTok
trend encouraging users to choke themselves to the point of losing consciousness.*’ This
liability shield disincentivizes companies to remove harmful content from their sites.

C. Manipulative Design Features

Social media platforms embed addictive features into their platforms to drive
engagement, often with harmful consequences. Platforms might drive user engagement through
design features—such as infinite scroll, refresh delay, likes, and push notifications—or through
algorithms that determine what appears on users’ screens when they engage with the
applications. These features manipulate users by generating psychological responses. For
example, push notifications can play on dopamine to cause addictive responses, and “like”

36 See, e.g., Senator Richard Blumenthal, Blumenthal Calls on TikTok to Act After 12-Year-Old East Haven
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TikTok (2021); Anti-Defamation League, One Year After Ban, Holocaust Denial Remains on Facebook (Dec. 1,
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features might create cravings driven by uncertainty, need for approval, and the fear of missing
out.*! According to an internal document, TikTok’s algorithm is specifically designed to
maximize time spent on the app and user retention, analyzing the videos users view and like to
display new content most likely to keep users on the app.*> Platforms also prolong engagement
by removing natural stopping points; for example, TikTok and Facebook both have infinite
feeds, without natural pauses that would typically require user initiative to continue use.*’

Efforts to maximize the amount of time users spend on apps have led to an amplification
of content known to generate negative emotional responses, including extreme content
containing disinformation.

V. ADMINISTRATION AND CONGRESSIONAL EFFORTS

The Biden Administration and Congress have sought to mitigate the national security and
data privacy risks associated with TikTok’s operations in the United States. The Trump
Administration issued executive orders that sought to ban TikTok from the United States and
otherwise prevent American businesses from transacting with TikTok, though those orders were
all blocked in court. The Biden Administration has focused on properly applying existing
authorities through the Committee on Foreign Investment in the United Stated (CFIUS) and
supporting new authorities in proposed legislation.

A. CFIUS Review

In 2019, the Committee on Foreign Investment in the United States initiated a review of a
proposal from TikTok to mitigate the national security threats stemming from its Chinese
ownership.* CFIUS, an interagency committee chaired by Department of Treasury, has the
authority to review pending or existing foreign investments in the United States and to issue
orders—such as restrictions on foreign investors, a ban, or forced sale—to remedy any threats.*
On March 15, 2023, TikTok released a statement saying that the White House found its proposal
insufficient, and told the company that the platform could face a possible ban if its Chinese
owners did not sell the app.*® The Biden Administration has not commented on this
announcement nor announced a final decision.
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TikTok had attempted to address CFIUS’s concerns by beginning to restructure its U.S.
subsidiary in an initiative it has termed “Project Texas.”*’ TikTok has described this initiative as
creating a “firewall” between U.S. user data and China-based employees. Project Texas would
move all U.S. user data to cloud servers run by Oracle, a U.S.-based software company. The
company has also committed to deleting all U.S. user data stored outside of the United States by
the end of 2023.* Under this agreement, Oracle would have the final say on data access
requests and vet software and algorithm updates.*

However, experts have raised concerns about whether Project Texas could adequately
mitigate TikTok’s national security threat to survive its CFIUS review. For example, Project
Texas’ prohibition on international data transfers has exceptions for business data and public
data, and, as a result, some user data will leave the United States.’® Furthermore, it is unclear
whether any remedial effort could address concerns linked to the CCP’s ability to direct the
behavior of Chinese companies, including ByteDance. TikTok’s statement that CFIUS rejected
TikTok’s proposal raises questions about the future of Project Texas.

B. Biden Administration Action

On June 9, 2021, the Biden Administration issued an Executive Order titled “Protecting
Americans’ Sensitive Data from Foreign Adversaries.” ! It set criteria for the Department of
Commerce to evaluate the risks of apps associated with foreign adversaries, including TikTok,
and directed the Department of Commerce to make recommendations to mitigate harms
associated with the collection and sale of personal information.>? This order replaced a series of
executive orders by the Trump Administration seeking to ban TikTok and force a sale from
ByteDance, several of which had been previously enjoined.>

On December 30, 2022, President Biden signed a measure banning TikTok on
government devices as part of the Consolidated Appropriations Act, 2023, and on February 27,
2023, the Administration directed all agencies to remove TikTok from government devices

47 Lawfare, Project Texas: The Details of TikTok’s Plan to Remain Operational in the United States (Jan.
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within 30 days.>* On March 7, 2023, the Administration announced its support of the
RESTRICT Act, a Senate measure that would empower the Department of Commerce to
mitigate and address technology services operating in the United States in which adversarial
governments have an interest.>

C. Congressional Action

1. American Data Privacy and Protection Act (ADPPA)

Last Congress, the Committee overwhelmingly passed the American Data Privacy and
Protection Act (ADPPA), introduced by Reps. Pallone (D-NJ) and Rodgers (R-WA), which
would create a national standard for data security and privacy protections.>® The legislation
would protect Americans’ data by imposing limitations on the amount of information that
companies collect, process, and store; granting consumers the right to access, correct, delete, and
port their data; applying heightened protections to children and safeguards from discrimination;
and empowering the FTC to enforce the Act through new enforcement authorities and funding.
ADPPA recognizes that federal law has not kept pace with the dramatic increase of sensitive,
personal information collected, processed, and transferred by entities. If enacted, this bill would
establish a comprehensive approach to data security, ensuring that consumers have meaningful
control over their personal information, giving heightened privacy protections for children, and
providing clear and consistent rules of the road on privacy to innovators, entrepreneurs, and
small tech companies.

2. Communications Decency Act Section 230 Reforms

Several bills were also introduced during the 117th Congress to modify Section 230 of
the Communications Decency Act and impose greater liability on social media companies that
host harmful content. For instance, the “Justice Against Malicious Algorithms Act of 2021,”
introduced by Reps. Pallone, Doyle (D-PA), Schakowsky (D-IL), and Eshoo (D-CA) proposed to
amend Section 230 to remove absolute immunity in certain instances.>’ Specifically, the bill
proposed to lift the liability shield when an online platform knowingly or recklessly uses an
algorithm to recommend content that materially contributes to physical or severe emotional
injury. Additionally, the “Protecting Americans from Dangerous Algorithms Act,” introduced
by Reps. Malinowski (D-NJ) and Eshoo, proposed to amend Section 230 to preclude an
interactive computer service from claiming immunity in instances where it uses an algorithm to
amplify or recommend content directly relevant to a case involving interference with civil rights,
neglect to prevent interference with civil rights, and in cases involving international terrorism.®

4 Exclusive: White House Sets Deadline for Purging TikTok from Federal Devices, Reuters (Feb. 28,
2023).

35 White House, Statement from National Security Advisor Jake Sullivan on the Introduction of the
RESTRICT Act (Mar. 7, 2023) (press release).

S H.R. 8152, 117th Cong. (2022).
S71d.
8 H.R. 2154, 117th Cong. (2021).



The “Civil Rights Modernization Act of 2021,” introduced by Rep. Clarke (D-NY), proposed to
amend section 230(e), which provides exemptions to the Section 230(c) protections, for the
targeting of ads where such ads violate civil rights laws. These bills have not yet been
introduced in the 118th Congress.

This Congress, Reps. Castor (D-FL) and Levin (D-CA) introduced H.R. 1231, the “SAFE
TECH Act.” This legislation would reform Section 230 by, among other things, replacing
immunity for third party “information” with immunity for third-party “speech” and removing
Section 230 protections for paid advertisements.

VI.  WITNESS
The following witness has been invited to testify:
Shou Zi Chew

Chief Executive Officer
TikTok Inc.
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