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MEMORANDUM
January 16, 2018

To:  Subcommittee on Digital Commerce and Consumer Protection Democratic
Members and Staff

Fr:  Committee on Energy and Commerce Democratic Staff

Re:  Hearing on “Disrupter Series: The Internet of Things, Manufacturing and
Innovation”

On Thursday, January 18, 2018, at 10:00 a.m. in room 2123 of the Rayburn House
Office Building, the Subcommittee on Digital Commerce and Consumer Protection will hold a
hearing titled “Disrupter Series: The Internet of Things, Manufacturing and Innovation.”

. BACKGROUND

The Internet of Things (10T) generally refers to objects with the ability to connect to the
internet and to send and receive data.> Smart manufacturing generally refers to monitoring,
measuring, and sensing control systems that collect and analyze data, and allow for greater
control over a manufacturer’s production.? 10T is the technology used in smart manufacturing to
ensure that a manufacturer’s equipment works together, the right raw materials are available
when needed, and workers are used where needed most.®
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Smart manufacturing can help improve energy efficiency in factories, reduce waste of
time and materials, and enable detailed monitoring of quality and costs.* For example, a steel
plant in Indiana found that installing 1oT-enabled cooling systems reduced its energy and water
use and improved product quality.® It also is leading to more customization, allowing customers
to access more one-of-a-kind products.®

Experts have raised concerns regarding the cybersecurity risks to smart manufacturing,
and whether manufacturers are sufficiently aware of and prepared for such risks.” Network
disruptions or malicious cyberattacks on smart manufacturing systems have the potential to
affect production ability, product quality, intellectual property, and worker health and safety.®

1. FEDERAL GOVERNMENT ROLE

Former President Obama established the National Network for Manufacturing Innovation
(NNMI), a network of nine federally supported manufacturing research institutes throughout the
country.® NNMI institutes include the Clean Energy Smart Manufacturing Innovation Institute
in California, the Advanced Robotics Manufacturing Institute in Pennsylvania, and the Digital
Manufacturing and Design Innovation Institute in Chicago.°

Broad support for smart manufacturing research and commercialization comes from
multiple federal agencies, including the Department of Commerce, Department of Energy,
Department of Defense, Department of Homeland Security, and the National Science
Foundation.!! President Trump’s proposed budget for FY 2018, however, significantly cuts
government funding for a number of programs that support manufacturing innovation in the
United States.*2
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The Subcommittee has held three hearings on smart manufacturing topics as part of the

Disrupter Series, including 3D printing, robotics, and advanced materials production, and two
loT showcases in 2015 and 2017.
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