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To direct the Secretary of Homeland Security to establish a program to
share information regarding supply chain security risks with trusted
providers of advanced communications service and trusted suppliers of
communications equipment or services, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

SEPTEMBER 24, 2019
Mr. KINZINGER (for himself and Mr. MICHAEL F. DOYLE of Pennsylvania)
introduced the following bill; which was referred to the Committee on En-
ergy and Commerce

A BILL

To direct the Secretary of Homeland Security to establish
a program to share information regarding supply chain
security risks with trusted providers of advanced commu-
nications service and trusted suppliers of communications
equipment or services, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the “Network Security In-
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formation Sharing Act of 2019,
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1 SEC. 2. INFORMATION SHARING WITH TRUSTED PRO-
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VIDERS OF ADVANCED COMMUNICATIONS
SERVICE AND TRUSTED SUPPLIERS OF COM-
MUNICATIONS EQUIPMENT OR SERVICES.

(a) INFORMATION SHARING PROGRAM.—

(1) ESTABLISHMENT.—Not later than 120 days
after the date of the enactment of this Act, including
an opportunity for notice and comment, the Sec-
retary, in cooperation with the Director of National
Intelligence, the Director of the Federal Bureau of
Investigation, the Assistant Secretary, and the Com-
mission, shall establish a program to share informa-
tion regarding supply chain security risks with trust-
ed providers of advanced communications service
and trusted suppliers of communications equipment
or Services.

(2) ACTIVITIES.

In carrying out the program
established wunder paragraph (1), the Secretary
shall—

(A) conduct regular briefings and other
events to share information with trusted pro-
viders of advanced communications service and
trusted suppliers of communications equipment
or services;

(B) engage with trusted providers of ad-

vanced communications service and trusted sup-
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pliers of communications equipment or services,
in particular such providers and suppliers
that—

(1) are small businesses; or

(i1) primarily serve rural areas;

(C) not later than 180 days after the date
of the enactment of this Act, submit to the
Committee on Energy and Commerce of the
House of Representatives and the Committee
on Commerce, Science, and Transportation of
the Senate a plan for—

(i) declassifying material, when fea-
sible, to help share information regarding
supply chain security risks with trusted
providers of advanced communications
service and trusted suppliers of commu-
nications equipment or services; and

(i1) expediting and expanding the pro-
vision of security clearances to facilitate in-
formation sharing regarding supply chain
security risks with trusted providers of ad-
vanced communications service and trusted
suppliers of communications equipment or

services; and
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(D) ensure that the activities carried out
through the program are consistent with and,
to the extent practicable, integrated with, ongo-
ing activities of the Department of Homeland
Security and the Department of Commerce.

(3) SCOPE OF PROGRAM.—The program estab-
lished under paragraph (1) shall mvolve only the
sharing of information regarding supply chain secu-
rity risks by the Federal Government to trusted pro-
viders of advanced communications service and
trusted suppliers of communications equipment or
services, and not the sharing of such information by
such providers and suppliers to the Federal Govern-
ment.

(4) AUTHORIZATION OF APPROPRIATIONS.

There is authorized to be appropriated to carry out
this subsection $50,000,000 for fiscal year 2020.
Such amounts are authorized to remain available
through fiscal year 2025.

(b) REPRESENTATION ON CSRIC OF INTERESTS OF

PuBLic AND CONSUMERS.
(1) IN GENERAL.—The Commission shall ap-

point to the Communications Security, Reliability,
and Interoperability Council (or any successor there-

of), and to each subcommittee, workeroup, or other
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5}
subdivision of the Council (or any such successor),
at least one member to represent the interests of the
public and consumers.

(2) INITIAL APPOINTMENTS.—The Commission
shall make the initial appointments required by
paragraph (1) not later than 180 days after the date
of the enactment of this Act. Any member so ap-
pointed shall be in addition to the members of the
Council, or the members of the subdivision of the
Council to which the appointment is being made, as
the case may be, as of the date of the enactment of
this Act.

(¢) DEFINITIONS.—In this section:

(1) ADVANCED COMMUNICATIONS SERVICE.—
The term “advanced communications service” has
the meaning given the term “advanced telecommuni-
cations capability” in section 706 of the Tele-
communications Act of 1996 (47 U.S.C. 1302).

(2) ASSISTANT SECRETARY.—The term “‘Assist-
ant Secretary” means the Assistant Secretary of
Commerce for Communications and Information.

(3) COMMISSION.—The term “Commission”
means the Federal Communications Commission.

(4) COMMUNICATIONS EQUIPMENT OR SERV-

ICE.—The term ‘“‘communications equipment or serv-
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ice” means any equipment or service that is essential
to the provision of advanced communications service.

(5) FOREIGN ADVERSARY.—The term ‘‘foreign
adversary’” means any foreign government or foreign
nongovernment person engaged in a long-term pat-
tern or serious instances of conduct significantly ad-
verse to the national security of the United States
or security and safety of United States persons.

(6) PERSON.—The term “‘person’” means an in-
dividual or entity.

(7) PROVIDER OF ADVANCED COMMUNICATIONS
SERVICE.—The term “provider of advanced commu-
nications service” means a person who provides ad-
vanced communications service to United States cus-
tomers.

(8) SECRETARY.—The term ‘“‘Secretary’” means
the Secretary of Homeland Security.

(9) SUPPLY CHAIN SECURITY RISK.—The term
“supply chain security risk” includes specific risk
and vulnerability information related to equipment
and software.

(10) TRUSTED.—The term ‘“‘trusted” means,
with respect to a provider of advanced communica-
tions service or a supplier of communications equip-

ment or service, that the Secretary has determined
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that such provider or supplier is not owned by, con-
trolled by, or subject to the influence of a foreign

adversary.

*HR 4461 IH




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2019-09-26T01:08:01-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




